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(57) ABSTRACT 
The inventive methodology provides an integrated plug and 
play solution designed to protect home networks against 
spam, phishing emails, viruses, spyware as well as other 
similar threats. The described content ?ltering appliance can 
be used for processing of web and email tra?ic implemented 
and can be deployed as a stand-alone appliance. In one imple 
mentation, the content processing appliance utilizes backend 
content ?ltering provided by a remote scanning service 
accessed via a network. The system employs network level 
analysis and translation of content and executes various pro 
cedures to handle the network traf?c. In an embodiment of the 
invention, the appliance is provided with an automatic remote 
updating capability, wherein the software and data used by 
the appliance can be updated remotely via a network. Finally, 
the appliance may also implement parental controls. 

13 Claims, 9 Drawing Sheets 
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APPARATUS AND METHOD FOR 
ANALYZING AND FILTERING EMAIL AND 
FOR PROVIDING WEB RELATED SERVICES 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority from and is a continuation 
of US. patent application Ser. No. 11/350,905, entitled 
“Apparatus and method for analyzing and ?ltering email and 
for providing Web related services”, ?led on Feb. 8, 2006, 
now US. Pat. No. 7,904,518 Which claims priority from US. 
Provisional Patent Application No. 60/653, 163, ?led on Feb. 
15, 2005, both of Which are incorporated by reference in its 
entirety for all purposes as if fully set forth herein. 

SEQUENCE LISTING OR PROGRAM 

Not Applicable 

FEDERALLY SPONSORED RESEARCH 

Not Applicable 

TECHNICAL FIELD OF THE INVENTION 

The present invention generally relates to computer secu 
rity and more speci?cally to an appliance for processing 
email and Web traf?c. 

BACKGROUND OF THE INVENTION 

Spamming is an abuse of an electronic communications 
medium to initiate unsolicited communications in bulk. The 
most common type of spamming is sending email spam, 
Which involves using email protocol(s) to send multiple iden 
tical messages to electronic mailboxes of numerous recipi 
ents. Estimated 70% of all email tra?ic can be characterized 
as spam. The spamming became especially Widespread 
because of loW costs of sending email messages. HoWever, it 
imposes a signi?cant burden on the Internet users, businesses 
and Internet service providers. 

Spammers obtain email addresses of potential targets 
using, for example, Web tools, Which extract email addresses 
from Web pages. The unsolicited email messages sent by 
email spammers most often contain commercial advertise 
ments. Some spam messages may also include identity fraud 
content, Which is called “phishing.” 
A phishing email looks just like an email from the user’s 

bank, or from a legitimate online business such as eBay or 
AmaZon, or from another organiZation that the user should be 
able to trust. The email usually asks the user to click a link and 
verify information about the user’s account. The link pro 
vided in the email leads the user to a site that looks real. If the 
unsuspecting user provides the requested information, it 
becomes compromised. In addition to spam and phishing 
emails, the user may also be exposed to various forms of 
“malWare”, Which includes computer viruses, spyWare as 
Well as other threats. 

Various ?ltering techniques have been developed to com 
bat threats present in email and Web content. Most of those 
techniques are based on Bayesian ?ltering technology. Unfor 
tunately, in order to be effective, the Bayesian ?lter needs to 
be extensively “trained” by the human user. HoWever, in a 
home environment, the user may not Wish to engage in such 
“training.” The home netWork user may desire a simple plug 
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2 
and-play appliance, Which Would provide email and Web 
content ?ltering capabilities Without human intervention. 

Therefore, the existing technology does not provide an 
integrated netWork protective solution for home use, Which 
does not require extensive human interaction. 

SUMMARY OF THE INVENTION 

The inventive methodology is directed to methods and 
systems that substantially obviate one or more of the above 
and other problems associated With conventional techniques 
for protection from spam and malWare. 
One aspect of the inventive methodology is a method for 

?ltering a content of an email message sent to a user. The 
inventive method involves reading the email message, check 
ing a sender of the email message against a blacklist, check 
ing the sender of the email message against a Whitelist, check 
ing a recipient of the email message against a parental control 
list, checking the email message for phishing scam and 
checking the header of the email message for SPAM content. 
The message is alloWed or denied based on the results of the 
aforesaid checks. 

Another aspect of the inventive methodology is a method 
for ?ltering a content of a Web resource requested by a user. 
The requested Web resource being located on a target Web 
server. In accordance With the inventive method, a user 
request for the Web resource is intercepted. The inventive 
system requests from the target Web server the source code for 
the resource and receives the source code of the requested 
source from the target Web server. The source code of the 
resource is inspected for at least one threat. If such a threat is 
detected, a Warning message is displayed to the user alerting 
the user about the detected threat. 

Yet another aspect of the inventive concept is an apparatus 
for ?ltering a content of an email message sent to a user. The 
inventive apparatus includes central processing unit (CPU), a 
?rst netWork interface coupled to the computer of the user; a 
second netWork interface coupled to the external netWork and 
a memory storing a set of computer-readable instructions. 
Under the direction of the stored instructions, the CPU reads 
the email message; checks a sender of the email message 
against a blacklist, checks the sender of the email message 
against a Whitelist, checks a recipient of the email message 
against a parental control list, checks the email message for 
phishing scam and checks the header of the email message for 
SPAM content. The email mes sage is alloWed or denied based 
on the results of the aforesaid checks. 
A further aspect of the inventive methodology is an appa 

ratus for ?ltering a content of a Web resource requested by a 
user. The requested the Web resource being located on a target 
Web server. The inventive apparatus includes a central pro 
cessing unit (CPU), a ?rst netWork interface coupled to the 
computer of the user, a second netWork interface coupled to 
the external netWork and a memory storing a set of computer 
readable instructions. The CPU operating under the direction 
of the stored instructions intercepts a user request for the Web 
resource, requests from the target Web server the source code 
for the resource, receives the source code of the requested 
source from the target Web server and inspects the source 
code of the requested resource for at least one threat. If the 
CPU determines that at least one threat is present, it causes a 
Warning to be displayed to the user alerting the user about the 
detected threat. 

Additional aspects related to the invention Will be set forth 
in part in the description Which folloWs, and in part Will be 
obvious from the description, or may be learned by practice of 
the invention. Aspects of the invention may be realiZed and 
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attained by means of the elements and combinations of vari 
ous elements and aspects particularly pointed out in the fol 
lowing detailed description and the appended claims. 

It is to be understood that both the foregoing and the fol 
loWing descriptions are exemplary and explanatory only and 
are not intended to limit the claimed invention or application 
thereof in any manner Whatsoever. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying draWings, Which are incorporated in 
and constitute a part of this speci?cation exemplify the 
embodiments of the present invention and, together With the 
description, serve to explain and illustrate principles of the 
inventive technique. Speci?cally: 

FIG. 1 depicts a schematic diagram of an exemplary 
embodiment of an inventive netWork appliance for ?ltering 
and otherWise processing email communications as Well as 
other netWork content; 

FIG. 2A illustrates exemplary con?guration of the inven 
tive appliance con?gured to protect a single desktop com 
puter; 

FIG. 2B illustrates exemplary con?guration of the inven 
tive appliance connected con?gured to protect a local area 
netWork (LAN), Which includes multiple desktop computers; 

FIG. 3 illustrates exemplary operating sequence of the 
inventive netWork appliance con?gured to process email traf 
?c; 

FIG. 4 illustrates exemplary operating sequence 400 of the 
inventive netWork appliance con?gured to process various 
Web content vieWed by a user using user’s computer; and 

FIGS. 5a, 5b, 6a and 6b provide more detailed illustration 
of the internal operating sequence of an embodiment of the 
inventive appliance. 

DETAILED DESCRIPTION OF THE INVENTION 

In the folloWing detailed description, reference Will be 
made to the accompanying draWing(s), in Which identical 
functional elements are designated With like numerals. The 
aforementioned accompanying draWings shoW by Way of 
illustration, and not by Way of limitation, speci?c embodi 
ments and implementations consistent With principles of the 
present invention. These implementations are described in 
suf?cient detail to enable those skilled in the art to practice the 
invention and it is to be understood that other implementa 
tions may be utiliZed and that structural changes and/ or sub 
stitutions of various elements may be made Without departing 
from the scope and spirit of present invention. The folloWing 
detailed description is, therefore, not to be construed in a 
limited sense. Additionally, the various embodiments of the 
invention as described may be implemented in the form of a 
softWare running on a general purpose computer, in the form 
of a specialiZed hardWare, or combination of softWare and 
hardWare. 
An embodiment of the inventive methodology provides an 

integrated plug and play solution designed to protect home 
netWorks against spam, phishing emails, viruses, spyWare as 
Well as other similar threats. The inventive content ?ltering 
appliance can be used for processing of Web and email tra?ic 
implemented and can be deployed as a stand-alone appliance. 
In an embodiment of the invention, the content processing 
appliance utiliZes backend content ?ltering provided by a 
remote scanning service accessed via a netWork. The inven 
tive system employs netWork level analysis and translation of 
content and executes various procedures to handle the net 
Work traf?c. In an embodiment of the invention, the appliance 
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4 
is provided With an automatic remote updating capability, 
Wherein the softWare and data used by the appliance can be 
updated remotely via a netWork. 

FIG. 1 depicts a schematic diagram 100 of an exemplary 
embodiment of an inventive netWork appliance 101 for ?lter 
ing and otherWise processing email communications as Well 
as other netWork content. With reference to FIG. 1, the inven 
tive appliance may include a data bus 104 or other commu 
nication mechanism for communicating information across 
and among various parts of the appliance 101, and a processor 
(CPU) 105 coupled With bus 104 for processing information 
and performing other computational and control tasks. In one 
embodiment of the invention the processor 105 is an ARM 
processor With clock speed of at least 10 MHZ. Appliance 101 
also includes a volatile storage 106, such as a random access 
memory (RAM) or other dynamic storage device, coupled to 
bus 104 for storing various information as Well as instructions 
to be executed by processor 105. The volatile storage 106 also 
may be used for storing temporary variables or other inter 
mediate information during execution of instructions by pro 
cessor 105. In one embodiment of the invention, the siZe of 
the memory unit 106 is at least 10 MB. The appliance 101 
may further include a read only memory (ROM or EPROM) 
107 or other static storage device coupled to bus 104 for 
storing static information and instructions for processor 105, 
such as basic input-output system (BIOS), as Well as various 
system con?guration parameters. A persistent storage device 
108, such as a magnetic disk, optical disk, or solid-state ?ash 
memory device is provided and coupled to bus 104 for storing 
information and instructions. 
The embodiment of the appliance 101 shoWn in FIG. 1 also 

includes at least tWo communication interfaces, such as net 
Work interfaces 113 and 114 coupled to the data bus 104. 
Communication interfaces 113 and 114 provide a tWo-Way 
data communication coupling to a netWork link 114 that is 
connected to the netWork 115. For example, communication 
interfaces 113 and 114 may be 10/100 Mbps local area net 
Work interface cards (LAN NIC) to provide a data communi 
cation connection to a compatible LAN. Wireless links, such 
as Well-knoWn 802.11a, 802.1 lb, 802.11g and Bluetooth may 
also used for netWork implementation. In any such imple 
mentation, communication interfaces 113 and 114 send and 
receive electrical, electromagnetic or optical signals that 
carry digital data streams representing various types of infor 
mation. 
NetWork link 113 typically provides data communication 

through one or more netWorks to other netWork resources. For 
example, netWork link 114 may provide a connection through 
netWork 115 to a host computer 120, or to other netWork 
resources (not shoWn). Thus, the appliance 101 can access 
netWork resources located anyWhere on the Internet 1 15, such 
as a remote netWork storage or Web servers. On the other 

hand, the appliance 101 may also be accessed by user com 
puter 121 located anyWhere on the corresponding local area 
netWork. 

Local netWork (not shoWn) and the Internet 115 both use 
electrical, electromagnetic or optical signals that carry digital 
data streams. The signals sent through the various netWorks 
and the signals on netWork links 113 and 114, Which carry the 
digital data to and from appliance 101, are exemplary forms 
of carrier Waves transporting the information. 
The appliance 101 can send messages and receive data, 

including program code, through the variety of netWork(s) 
including any local area netWork as Well as the Internet 115 by 
means of netWork links 114 and 113. For example, When the 
system 101 acts as a netWork server, it might transmit a 
requested code or data for an application program running on 
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user’ s computer 121 client(s) and/or the host 120 through any 
local area network (not shoWn) as Well as the Internet 115. 
Similarly, it may receive code or data from other netWork 
entities. 

The received code may be executed by processor 105 as it 
is received, and/or stored in persistent or volatile storage 
devices 108 and 106, respectively, or other non-volatile stor 
age for later execution. In this manner, the appliance 101 may 
obtain application code updates from remote netWork 
resources. 

The appliance 101 may also use the netWork interface 114 
to receive various code and data updates, Which it may use in 
its operation. For example, such data updates may include 
latest virus de?nition ?les. For this purpose, the appliance 
may perform periodic checks to determine Whether such 
updates are available. The appliance 101 may also user net 
Work interfaces 114 to issue requests to remote netWork 
resources, such as remote virus scanning services and to 
receive the appropriate responses. Finally, the user may con 
nect to the appliance through, for example, netWork interface 
113 in order to perform necessary con?guration of the appli 
ance. 

In one embodiment of the invention, one or both of the 
netWork interfaces 113 and 114 may be a Wireless netWork 
interface operating in accordance With a Wireless networking 
protocol, such as Bluetooth, 802.1 la, 802.1lb and/or 
802.1 lg. In another embodiment both interfaces 113 and 114 
are conventional Wire-based netWork interfaces. 

FIG. 2A illustrates an exemplary home netWork con?gu 
ration, Wherein the inventive appliance 101 is con?gured to 
protect a single desktop computer 201. In this exemplary 
con?guration, the inventive appliance 101 is installed 
betWeen the DSUcable modem and the user’s desktop com 
puter, such that all netWork tra?ic betWeen the user’s com 
puter 201 and the outside netWork passes through the appli 
ance. To this end, the user’ s computer 201 is connected to one 
of the aforementioned tWo netWork interfaces 113 and 114, 
While the other interface is coupled With the cable/DSL 
modem 203. The modem 203, in turn is connected via con 
nection 205 With ISP 204, Which enables the user’s computer 
to access the intemet 206. 

FIG. 2B illustrates an exemplary con?guration of home 
netWork 300, Which includes the inventive appliance 101 
con?gured in a manner designed to protect a local area net 
Work (LAN), Which includes multiple desktop computers 
201. In this con?guration, the appliance 101 is installed 
betWeen the cable/DSL modem 203 and the netWork hub/ 
router 301, Which provides netWork connectivity to the desk 
top computers 201. In this con?guration, the inventive appli 
ance 101 ?lters all netWork tra?ic reaching the computers 
201. The netWork hub 301 may be Wireless netWork-enabled. 
In an alternative embodiment of the invention, the netWork 
hub 301 may be integrated With the inventive appliance 101. 
The integrated hub may also be either Wireless or Wired. The 
other element of the netWorking con?guration shoWn in FIG. 
2b, including cable/DSL modem 203, connection 205, ISP 
204 are generally equivalent to the corresponding elements of 
FIG. 2a, described hereinabove. 

FIG. 3 illustrates exemplary operating sequence of the 
inventive netWork appliance con?gured to process email traf 
?c. In accordance With the illustrated sequence, email mes 
sage 302 is sent by an entity located on the external netWork 
(e.g. Internet) 206 to the user’s computer 201. The message 
3 02 may contain one or more attachments, Which may include 
certain malWare, such as viruses, Worms or other threats. In 
order to facilitate protection of the user’s personal computer 
from the threats contained in the email 302, the inventive 
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6 
appliance 101, is arranged to intercept the email message 302. 
Upon the interception of the message 302 by the appliance 
101, the appliance 101 performs an initial inspection of the 
received email message and its attachment(s) and, if neces 
sary, submits a service request 304 to the remote antivirus 
scanning engine 306. The aforementioned service request 
may direct the external virus scanning service to perform a 
virus check of any attachments to the email message 302. In 
order to enable the requested scanning, the appliance 101 may 
include the corresponding attachments With the request 304. 
In an embodiment of the invention, the appliance 101 requests 
the anti-virus scanning of only speci?c attachment types. For 
example, during the initial inspection, the inventive appliance 
101 may determine Whether the attached ?le is an executable 
and, requests remote scanning of the attachment based on the 
results of this determination. 
The remote virus scanning service may be implemented at 

a remote site using a stand-alone server or a plurality of 

servers interconnected into a cluster for increased fault-toler 
ance and improved load handling capacity. In one embodi 
ment of the invention, the virus scanning is implemented as a 
Web service, operating in accordance With one of the Well 
knoWn Web service protocols, such as SOAP protocol. In one 
embodiment of the invention the remote scanning engines 
306 are implemented using arti?cial intelligence program 
ming. The outside scanning engines are con?gured to com 
municate With the inventive appliance to provide the infor 
mation on the latest SPAM, Internet identity fraud (phi shing) 
and spyWare threats. Additionally, the scan engines 306 may 
be con?gured to receive email communications from multiple 
appliances 101 containing information on the detected threats 
in order to improve the utiliZed scanning algorithm. Speci? 
cally, the scan engines 306 and the inventive appliance 101 
may interact in a peer-to-peer manner. 
The scan engines 306 may implement content ?ltering 

techniques based on neural netWorks, lexical analysis, natural 
language processing as Well as machine learning. Moreover, 
the intelligent content analysis provided by the scan engines 
306 may be based on knoWn techniques for advanced data 
mining, pattern matching and knoWledge representation. 
HoWever, as Would be appreciated by those of skill in the art, 
the speci?c details of organiZation of the remote virus scan 
ning service are not critical to the concept of the present 
invention. 

After receiving the request 304 from the inventive appli 
ance 101, together With the relevant attachment email ?les, 
the remote scanning system 306 performs the necessary pro 
ces sing of the email attachments and determined the presence 
of any threats therein in accordance With Well-knoWn scan 
ning algorithms. The scanning system may utiliZe a plurality 
of alternative scanning algorithms. The exact algorithm used 
by the system may be selected by the user of the inventive 
appliance 101 during the con?guration process. The user’s 
selection may be stored in the storage devices 106, 107 or 108 
of the appliance 101. Existing scanning products Which may 
be used by the scanning system 306 include, Without limita 
tion, Norton Antivirus and McAfee Security softWare. 
The use of the remote scanning service 306 enables the 

inventive system to perform scanning operations in an on 
demand manner Without providing the appliance 1 01 With the 
processing poWer required to perform the scanning operation. 
In addition, the scanning softWare executing on servers 306 
may be easily and conveniently updated. The aforementioned 
tWo features of the inventive system con?guration enable the 
appliance 101 to be implemented using inexpensive hard 
Ware. 
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After the completion of the scanning process, the external 
scanning engine 306 responds to the appliance 101 With 
response 305 containing information on any detected threats. 
For example, the response 305 may indicate that one or more 
of the attachments to the email contain viruses. Upon receipt 
of the response, the appliance 101 neutralizes the detected 
threat, by, for example, removing the infected attachment, 
and re-Writes the received email message 302 to include 
appropriate Warning to the user. The aforesaid Warning may 
be placed either in the subject line or in the body of the 
message. The re-Written email containing the Warning 308 is 
then forWarded by the appliance 101 to the user’s computer 
201. Finally, the appliance 101 performs the update of its 
statistics information. 

FIG. 4 illustrates exemplary operating sequence 400 of the 
inventive netWork appliance con?gured to process various 
Web content vieWed by a user using user’s computer. The 
depicted process is initiated When a user requests a Web 
resource by inputting at 402 URL 401 into a Web broWser 
WindoW on user’s computer 201. Upon the receipt of the URL 
information 401, the broWser sends HTTP request 403 
requesting the target Web service (in the example shoWn in 
FIG. 4) to provide the resource speci?ed by the received URL. 
The request 403 is intercepted by the inventive appliance 101, 
Which contacts the target Web server 406 on behalf of the user 
and sends a request 404 for the source code of the Web 
resource speci?ed by the user. In response to the received 
request, the target server 406 sends a reply message 405, 
accompanied With the full source code of the requested 
resource. The inventive appliance 101 receives the code fur 
nished by the Web server 406 and initiates a scan of the 
received source code for any possible threats, including, for 
example, any spyWare. 

During the scan process, the inventive appliance 101 may 
use the a remote scan engine 408 to achieve most compre 
hensive threat detection. To this end, the appliance 101 may 
send a request 409 to the remote netWork of scan engines 408 
containing the entire source code of the Web resource, or any 
portion thereof. The outside scan engines 408 examine the 
content of the received source code and send reply 407 to the 
inventive appliance, indicating Whether any potential threats 
Were detected. Upon the receipt of the reply 407, the inventive 
appliance 101 sends at 410 a Warning message 411 to be 
displayed in the user’s in the broWser WindoW, Waning the 
user of the presence of any potential threats Within the 
requested Web resource. In an embodiment of the inventive 
system, after the appropriate Warning is displayed to the user, 
the user is provided With an option to either avoid vieWing 
potentially harmful Web resource or to proceed With the vieW 
ing despite the shoWn Warning. 

FIGS. 5a, 5b, 6a and 6b provide more detailed illustration 
of the internal operating sequence of an embodiment of the 
inventive appliance. Speci?cally, FIG. 5a depicts the ?rst 
phase 500 of that exemplary operating sequence. The shoWn 
operating sequence is executed by the CPU 105 shoWn in 
FIG. 1. In order to enable the appliance to execute the 
described procedures, the inventive appliance may be pro 
vided With an operating system, Which may be pre-loaded 
into one or more of the storage devices 106, 107 and 108 of 
FIG. 1. Exemplary operating systems Which may be used to 
control appliance 101 include Linux, UNIX (example: BSD), 
or RTOS (example: VxWorks). 

The process illustrated in FIG. 5a is automatically initiated 
When, at step 502, the appliance 101 accepts a connection 
from user’s computer 201 on the outbound port 110, corre 
sponding to TCP/IP protocol, Well knoWn to persons of skill 
in the art. Through the established connection, at step 503, the 
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8 
appliance 101 intercepts a request generated by user’s email 
client softWare to retrieve messages corresponding to user’s 
email account from the internet service provider (ISP). At 
step 504, the inventive appliance opens a connection to the 
destination IP address corresponding to the email service 
subsystem of the ISP. At step 505, the inventive system 
receives authenticating information, such as usemame and 
passWord, corresponding to user’s email account With the 
ISP. The inventive system uses the received authentication 
information to establish a session With the remote email ser 
vice and, at step 506, sends to this service a command to scan 
the user’s mailbox for duplicate messages and, When appro 
priate, to delete them. At step 507, the inventive system 
receives the “LIST” command from the user’s email client 
and forWards it to the email service system. The aforesaid list 
command request the email service to provide the listing of all 
emails in the user’s email account. 
The continuation of the ?rst phase 500 of the process 

shoWn in FIG. 5a is illustrated in FIG. 5b. At step 508, the 
inventive appliance receives from the user’s email client the 
“RETR” command, Which requests the remote email sub 
system to retrieve one or more email messages in the user’s 
email account. Upon the receipt of this command from the 
email client, the appliance 101 forWards it to the email server, 
Which, in response, begins message retrieval process. Prior to 
retrieving a speci?c message, the appliance 101 ?rst performs 
a check of the message siZe. If the siZe of the message is less 
than a predetermined threshold value, for example, 200 KB, 
the system retrieves the entire message, see step 510. On the 
other hand, if the siZe of the message exceeds the aforesaid 
threshold, only a block of the message is retrieved, see step 
509. In one embodiment of the inventive system, the size of 
the retrieved block is 200 KB. HoWever, other block siZes 
may be used instead. 
Upon the retrieval of the message, the inventive system ?rst 

checks if the sender of the message identi?ed in the “From” 
?eld thereof matches an existing entry in the blacklist table. 
This table lists all senders, the email correspondence from 
Which should be blocked. If the match in the blacklist table is 
found, the corresponding email message is blocked at step 
521. 
At step 512, the inventive appliance checks Whether the 

content of the message, as described by the “Content-Type” 
?eld of the message header, may include encrypted attach 
ments. If the message contains only unencrypted attach 
ments, the operation proceeds to step 514, Whereupon the 
system requests the remote HTTP virus scanning server to 
perform the scanning of the message body for viruses. If the 
virus is found, the system blocks the message at step 521. If, 
no virus is found or if the message may contain encrypted 
attachments, the operation of the inventive system proceeds 
to step 513, Whereupon the sender of the message, Which is 
identi?ed in the corresponding “From” record is compared 
With entries in the Whitelist table. This table contains a list of 
sender email addresses email correspondence from Which 
should be alloWed Without further inspection. If the sender 
address matches one of the aforesaid Whitelist entries, the 
email message is alloWed at step 520. 
On the other hand, if the message sender email address 

does not match any entries in the Whitelist, the system checks 
the recipient of the email message identi?ed in the “To” ?eld 
of the message header against entries in the parental control 
pro?le. This pro?le includes email addresses of recipients, 
Which should not receive email messages. If the match is 
found, the email message is again blocked at step 521. If no 
matching entries in the parental control pro?le exist, the sys 
tem proceeds With step 516, Whereupon the identity fraud 
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analysis algorithm inspects the header of the email message 
for possible phishing scam. If such scam is detected, the 
message is again blocked at step 521. 
Upon passing of the phishing scam inspection, the message 

header pattern is analyzed at step 517 for SPAM content. 
Again, if SPAM is detected, the message is blocked at step 
521. 

If the SPAM is not detected in the header, at step 518, the 
inventive system checks Whether the message header indi 
cates presence of encrypted email message. The encrypted 
content is indicated, for example, by presence of “Content 
Type: application/x-pkcs7-mime” record in the header of the 
email. If the content is not encrypted, the inventive system 
inspects the body of the message for SPAM content at step 
519. If the SPAM is not detected or if the email body is 
encrypted, the system accepts the email at step 520. 

After the email is rejected at step 521 or accepted at step 
520, the system performs certain logging anduser noti?cation 
operations illustrated in FIG. 6A. Speci?cally, is the email is 
alloWed or denied, the collects and stores the session logging 
information at steps 628 and 601, respectively. In case of a 
denial, the appliance at step 602 veri?es Whether identity 
fraud Was detected in the email content. If this Was the case, 
the email is tagged by placing an appropriate message, such 
as “[PHISH]” either in the subject line (step 603) or, alterna 
tively, in the header of the email message (step 607), depend 
ing on the con?guration parameters speci?ed by the user. The 
system may further insert phishing scam alert into the body of 
the message at step 606. 

The system then proceeds With the determination of 
Whether a virus Was detected in the email, see step 608. If the 
virus Was found, the appliance again performs tagging of the 
email either in the subject line or in the header, depending on 
the user’s con?guration, at steps 609-610 and 611-612, 
respectively. If the user’s parameters call for recipient noti? 
cation of virus-containing emails, the system disables the 
virus and re-Writes the message body inserting an appropriate 
virus Warning (steps 613 and 614). If the con?guration 
requires sender noti?cation, the inventive appliance generates 
an email message to the sender of the virus-containing email, 
Which includes a message alerting the sender of the email 
message of the virus (step 616). 

If the SPAM Was detected in the email message, the email 
is likeWise tagged either in the subject or the header, at steps 
618, 620 and 621-622, respectively. Finally, at step 623, the 
inventive system inserts a management control toolbar into 
the message body. 

The continuation of the described operating process is 
illustrated in FIG. 6B. With reference to this ?gure, the tagged 
email With the inserted management toolbar is forWarded to 
the client at step 624. The client terminates the session at step 
615 With the QUIT command, Which the inventive system 
forWards to the remote email server. Finally, at step 626, the 
system sends the collected logging information to a remote 
HTTP server for storage. The shutdoWn and session terrnina 
tion is performed at step 627. 

The inventive system logs detailed information on the 
accepted and rejected messages, as Well as the detected 
threats. Upon the request by the user, the logged information 
may be displayed in a text or graphical form. 

It should be noted that the present invention is not limited 
to any speci?c email or Web communication protocols. The 
inventive content processing appliance may be utiliZed in 
connection With any knoWn communication protocols, 
including, Without limitation, POP3, SMTP or HTTP. 

Finally, it should be understood that processes and tech 
niques described herein are not inherently related to any 
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10 
particular apparatus and may be implemented by any suitable 
combination of components. Further, various types of general 
purpose devices may be used in accordance With the teach 
ings described herein. It may also prove advantageous to 
construct specialiZed apparatus to perform the method steps 
described herein. The present invention has been described in 
relation to particular examples, Which are intended in all 
respects to be illustrative rather than restrictive. Those skilled 
in the art Will appreciate that many different combinations of 
hardWare, softWare, and ?rmWare Will be suitable for prac 
ticing the present invention. For example, the described soft 
Ware may be implemented in a Wide variety of programming 
or scripting languages, such as Assembler, C/C++, perl, shell, 
PHP, ASP.NET, Java, Ruby, AJAX, Rails etc. 

Moreover, other implementations of the invention Will be 
apparent to those skilled in the art from consideration of the 
speci?cation and practice of the invention disclosed herein. 
Various aspects and/or components of the described embodi 
ments may be used singly or in any combination in the com 
puteriZed content ?ltering system. It is intended that the 
speci?cation and examples be considered as exemplary only, 
With a true scope and spirit of the invention being indicated by 
the folloWing claims. 

Although the present invention has been described in con 
siderable detail With reference to certain preferred versions 
thereof, other versions are possible. Therefore, the point and 
scope of the appended claims should not be limited to the 
description of the preferred versions contained herein. 
As to a further discussion of the manner of usage and 

operation of the present invention, the same should be appar 
ent from the above description. Accordingly, no further dis 
cussion relating to the manner of usage and operation Will be 
provided. 

With respect to the above description, it is to be realiZed 
that the optimum dimensional relationships for the parts of 
the invention, to include variations in siZe, materials, shape, 
form, function and manner of operation, assembly and use, 
are deemed readily apparent and obvious to one skilled in the 
art, and all equivalent relationships to those illustrated in the 
draWings and described in the speci?cation are intended to be 
encompassed by the present invention. 

Therefore, the foregoing is considered as illustrative only 
of the principles of the invention. Further, since numerous 
modi?cations and changes Will readily occur to those skilled 
in the art, it is not desired to limit the invention to the exact 
construction and operation shoWn and described, and accord 
ingly, all suitable modi?cations and equivalents may be 
resorted to, falling Within the scope of the invention. 
The invention claimed is: 
1. A method for ?ltering a content of an email message, the 

method comprising: 
connecting an inventive netWork hardWare appliance to an 

external netWork; including a central processing unit 
(CPU) on the inventive netWork hardWare appliance; 
providing a memory for storing a set of computer-read 
able instructions executed by the central processing unit 
(CPU) on the inventive netWork hardWare appliance; 
connecting the inventive netWork hardWare appliance to 
one or more user computers; arranging the inventive 
netWork hardWare appliance to intercept an email mes 
sage; implementing a remote scanning service at a 
remote site using a stand-alone server or a plurality of 
servers con?gured to communicate With the inventive 
netWork hardWare appliance to provide information on 
detected threats; intercepting the email message by the 
inventive netWork hardWare appliance; 

reading the email message; 



US 8,326,936 B2 
11 

checking a sender of the email message against a blacklist; 
checking the sender of the email message against a 

Whitelist; 
checking the email message for phishing scam; 
checking the email message for SPAM content; 
generating results based on the checks performed by the 

inventive network hardWare appliance; submitting a ser 
vice request to the remote scanning service from the 
inventive netWork hardWare appliance; determining if 
the email message contains an encrypted attachment 
before sending the service request to the remote scan 
ning service; sending the service request from the inven 
tive netWork hardWare appliance to the remote scanning 
service only if the email message does not contain an 
encrypted attachment alloWing or denying the email 
message based on the results and a response from the 
remote scanning service indicating if any threats Were 
detected; modifying the email message to neutraliZe the 
detected threat and forWarding the modi?ed email mes 
sage to the user. 

2. The method of claim 1, further comprising reading the 
message from a remote email system. 

3. The method of claim 2, further comprising, before the 
reading, authenticating With the remote email system using 
authentication information provided by the user. 

4. The method of claim 1, further comprising, determining 
if the email message is encrypted, and if the email message is 
not encrypted, checking the email message for SPAM con 
tent. 

5. The method of claim 4, Wherein checking the body of the 
email message for SPAM content comprises performing 
matching the content of the email message against a list of 
keyWords. 

6. The method of claim 1, Wherein the service request 
includes attachments to the email message and directs the 
remote scanning service to perform a threat check of the 
attachments, and Wherein the response from the remote scan 
ning service to the inventive netWork hardWare appliance 
includes information on threats detected by the remote scan 
ning service. 

7. The method of claim 1, Wherein the checking the header 
of the email message for SPAM content comprises veri?ca 
tion of the format of the header of the email message. 

8. The method of claim 1, Wherein the checking the email 
message for SPAM content comprises checking the sender of 
the email message against a list of knoWn spammers. 

9. The method of claim 1, Wherein the email message is 
read from a Web mail account of the user using HTTP proto 
col. 

10. The method of claim 1, Wherein the email message is 
read using an email protocol. 
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11. The method of claim 1, further comprising, in response 

to detection of at least one threat in the email message, modi 
fying the email message to alert the user about the detected 
threat and forWarding the modi?ed email message to the user. 

12. The method of claim 1, further comprising accumulat 
ing statistics about a threat detected in the email message. 

13. An inventive netWork hardWare appliance for ?ltering a 
content of an email message sent to a user, the inventive 
netWork appliance comprising: 

a. A central processing unit (CPU); 
b. A remote scanning service; 
c. A ?rst netWork interface connected to one or more user 

computers; 
d. A second netWork interface connected to the external 

netWork; 
e. A memory storing a set of computer-readable instruc 

tions, Which, When executed by the CPU cause the CPU 
to: 

i. Read the email message; 
ii. Check a sender of the email message against a blacklist; 
iii. Check the sender of the email message against a 

Whitelist; 
iv. Check the email message for phishing scam; 
v. Check the email message for SPAM content; 
vi. Performing at least one of (ii) through (v) by the remote 

scanning service pursuant to a request from the inventive 
netWork hardWare appliance, the request being sent after 
receiving of the email and con?rming an attachment to 
the email message; and 

vii. AlloW or deny the email mes sage based on the results of 
the (ii) through (vi) and a response from the remote 
scanning service to a service request, 
the service request being sent to the remote scanning 

service after the reading of the email message by the 
CPU, and 

Wherein the remote scanning service performs anti-virus 
scanning operations on the email message, Wherein 
the service request includes attachments to the email 
message and directs the remote scanning service to 
perform a threat check of the attachments Wherein the 
inventive netWork appliance determines Whether the 
email message contains an encrypted attachment 
before sending the service request to the remote scan 
ning service, and 

Wherein the inventive netWork hardWare appliance sends 
the service request only if the email message does not 
contain an encrypted attachment, and in response to 
detection of at least one threat in the email message, 
modifying the email message to neutraliZe the 
detected threat and forWarding the modi?ed email 
message to the user. 

* * * * * 


